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1 Introduction

1.1 Abstract

In our mobile society it is desirable to have access to the Internet and private
networks from abroad. Thanks to new technologies such as Wireless LANs and
mobile phones this is possible with increasing tendencies in many areas. Tradi-
tionally one would make a long-term contract with an ISP and then be able to
use its and the roaming partner’s access points. In the course of the delegation
of tasks to computers, this negotiation and the conclusion of a contract could
be done by a user supporting software, too.

Things could even be taken one step further by making these computed con-
tracts on a short-term basis. That would mean to negotiate a new contract
for every desired connection. Since the user is not bound to one ISP with one
contract anymore, this would give him more flexibility and access to yet more
access points. Furthermore, he could use different access technologies and he
could get the most suitable connection for him ( with regard to the price) and
for his applications, that may demand certain network qualities (bandwidth,
jitter, delay etc). Such a software could further configure the portable device
of the user and establish the desired connection on time. With this and QoS
supporting ISPs it would be possible to have a guarantee for certain network
qualities, e.g. a guarantee for enough bandwidth to hold a video-conference on
a particular time at a particular location. The idea of this diploma thesis was
to realize such a software system.

The system has been realized with an agent-based marketplace. On this market,
the User Agent (the software entity representing the user) can contact eligible
ISP Agents (the software entity representing the ISP) and negotiate a SLA. The
User Agent gets the addresses of the ISP Agents from the Marketplace Agent,
which has yellow pages functions. In exchange, for payment, the User Agent
gets the right to use an access point and the therefore necessary configuration
data from the ISP Agent. The agents have been realized with FIPA-OS, an
agent platform written in Java.

Beside a stand alone version of the software, there has been realized a demon-
stration version. This allowed to show not only the negotiations between agents,
but also the results of them, the change over to different access points. This lab
system run mainly on Linux boxes. As wireless access points 802.11b has been
used, the quasi standard for W-LAN.

Furthermore, there have been made some tests on this demonstration system to
look at the performance of such a system. In these tests, the delays for conver-
sations between two agents, e.g. the negotiation of a SLA, have been measured
in different scenarios. All tests yielded reasonable results, with times ranging
from under one second to three seconds. Furthermore, the results of the test
conclude, that the biggest fraction of the duration of a conversation is used by
the platform and agent tasks handling it. This implies, that agents, that are
likely to be contacted by other agents in great quantity, need to run on a pow-
erful hardware to handle all requests in time.



1.2 Diploma Project Overview

Thanks to mobile data communication technologies like W-LAN and GPRS,
traveling around and having network access is possible. A user could just con-
clude a contract with an ISP to use their access points. But with this the user
has no guarantee for free network resources, in the worst case he could even
have problems with network quality sensitive applications. It would be nice for
a user to be able to reserve in advance the needed network resources. Further-
more, if his IPS does not cover the area he is in, he can not communicate. And
if the user wants to connect with a new technology, he has to get a new ISP.
Generally, user needs vary greatly.

A solution to these problems is being proposed in this diploma thesis. The
idea is to negotiate for every desired connection a detailed short-time contract.
This would allow flexibility and guarantee a defined connection quality. The ne-
gotiation of these contracts and later the establishment of the connection would
be done by software supporting the user. The user just has to tell the software
his connection needs at certain points (time, location, application) on his trip
and the software tries to get short-term contracts with ISPs that fit the users
needs. For example, a business man has to travel to London from Berne. To
use his time he wants to write some emails during his train-ride to Zurich, and
after checking in at the airport he wants to have a video-conference with some
business partners. He just has to tell the software this information and the
rest is done by it. The software checks if there are access points at the desired
location and tries to negotiate an appropriate contract. For this example the
software could conclude a contract with a Mobile Phone Operator for the train
ride and for the video-conference at the airport a contract with an ISP offering
Wireless LAN access. Since the user may be delayed or has to cancel his trip,
the software has to be able to handle these cases, too.

The goal of this diploma thesis is to realize a software that negotiates contracts
with ISPs and manages the connectivity of the mobile device. But what are the
eligible technologies for mobile connectivity, what are the contracts (called Ser-
vice Level Agreement (SLA)) between the user and an ISP about and how can
problems with mobility be solved? Chapter 2 of this document tries to answer
these questions. The Software has to contact the eligible IPS and negotiate with
them a contract. Establishing contact, negotiating and concluding a deal is all
done on a marketplace. Since the software has to implement a marketplace,
Chapter 3 looks at marketplaces, what they are and what to consider to imple-
ment such. Thus if such a software is to work, entities of ISPs and marketplaces
have to be part of it. One way to implement such distributed communicative
systems is to use intelligent software agents, Chapter 4 introduces this tech-
nology. Related work is presented in Chapter 5. The design of the software is
described in Chapter 6 while Chapter 7 is about the implementation of it. As
an illustration, a demonstration has been implemented in a laboratory environ-
ment with wireless access, which Chapter 8 is about. Some performance tests
of the system are described in Chapter 9 while Chapter 10 and 11 finishes this
document with a look at security issues and conclusions.



2 Internet Connection Technologies for Mobile
Users

2.1 Wired Connections

There are several ways to connect mobile devices to the Internet. The most
important ones are listed below. Some are wireless, some need wires. The wired
connections are not fully mobile, but still an option due the high availability
and low price connections, and the majority of the wireless connection methods
are limited to a certain area. Furthermore most work on a portable device is
done on a desk and not moving around, and even the best portable devices need
to recharge their batteries from time to time. So a wire more is not too big a
problem. But the plugs have to be there, and since wireless devices are easier
and cheaper to install (W-LAN) or already there (Mobile Phone Antennas) and
more comfortable, they will prevail.

2.1.1 Phone Networks

Most buildings have not yet direct connection to the Internet, but they have a
phone line. With an analog modem (connected to the phone line plug-in with
a cable) there can be set up a connection to the Internet via a provider. Today
probably the most used technology for people traveling around with portable
devices. Due to low bandwidth (56kbit/s), this is mostly used only for emailing
and some browsing. In a lot of industrialized countries there are free providers,
so most of the time only local phone charges apply. A high availability, most
hotel rooms have phone lines, easy to pay (e.g. payable with hotel phone bill),
no security risk (except those of the Internet)and modems built in most portable
computers make it still worth a consideration.

max. dist. to access-point: 5-6 m cable
bandwidth: 56kbps
mobility:  minimal, limited to cable
security: same as Internet
connection costs:  very low
access points:  hotel rooms, private rooms, offices
distribution: high
devices: modem card.

2.1.2 Ethernet Plug-In

Another connection possibility with a cable is to connect the computer directly
to a TCP/IP-based network. Ethernet[1] is the worldwide standard for Local
Area Networks, with a bandwidth of 10Mbps or even 100Mbps (Fast Ethernet).
A lot of buildings, specially from enterprises, have Ethernet-networks, most are
connected to the Internet, too. Since most notebooks have an Ethernet-card,
they can just be plugged with the right cable to a plug-in. But most Ethernet
owner will not allow non-internal computers on their networks for security rea-
sons. Such computers can be blocked, also each computer has to be configured
correctly. So this might be just an option for special access points for non-
internal computers at conference rooms, hotels, Internet cafes and universities.



An advantage of Ethernet is that the connection is very fast, limited only by
traffic on other networks. Connections might be available at a low price, too.

max. dist. to access-point: 5-6 m cable
bandwidth: 10Mb or 100Mb
mobility:  minimal, limited to cable
security: low
connection costs: low
access points:  hotel lobbies, conference rooms

Internet Cafes
distribution: low

devices necessary: ethernet card.

2.2 Wireless LANs

Wireless Networks offer unrestricted mobility inside a small area. Ideal for Inter-
net access points abroad. There are 3 unlicensed bands designed for commercial
use, 9MHz, 2.4GHz and 5GHz. The higher the frequency, the more bandwidth
is available, but also the range declines. There are 3 main technologies today
competing on the 2.4 GHz unlicensed band for wireless LANs. The problem
with the 2.4 GHz band is that it is already used by a lot of devices like cordless
phones, medical gear etc. But microwaves have emissions in the range of 2.4
GHz, too. There may be some problems with increased use of wireless LANs by
interference between the three wireless LAN systems and the already existing
devices. Some working groups are trying to solve these problems. In the future
there will be even faster Wireless LAN standards, the next in 2002 with 802.11a
and HyperLAN II, both operating on the 5 GHz Band with a Bandwidth up
to 54 Mbps (HyperLAN II 22 Mbps). A problem for wireless LAN is, that
everybody can "listen” to it inside a certain range. So the security concept
of access control to buildings may be ineffective with regards to wireless ser-
vices. With specials antennas the signals can be read even farther away than
normal wireless devices can. Imagine a company allowing everybody to plug in
their computer inside their network! So wireless LAN connections have to be
strongly encrypted, not only that nobody can listen to sensitive data, but also
that nobody can gain access to corporate networks.

2.2.1 802.11b

As a standard for wireless LANs 802.11b prevails. 802.11b[2] is marketed from
WECA (Wireless Ethernet Compatibility Alliance) under Wi-Fi[3] (Wireless
Fidelity), too. 802.11b is an extension of Ethernet to wireless communication.
It is primarily used for TCP/IP, but can handle other forms of network traffic,
such as AppleTalk or PC file-sharing standards, too. The 802.11b specification
allows for wireless transmission of approximately 11 Mbps of data at distances
up to 100 meters (or even more in the USA) over the 2.4 GHz unlicensed band.
802.11b uses DSSS (Direct Sequence Spread Spectrum), making it more vul-
nerable for interference than its competitors. If interference appears, it tries to
change the channel. The advantage of DSSS is a higher throughput and range.
Another problem for 802.11b is security. There is a built in encryption named
WEP (Wireless Equivalent Privacy), but is proven to be very insecure, and in



public access points it is not even used, because there has to be a known key
to use WEP, and if everybody knows it, it does not make much sense anymore.
Like any other wireless communication form the receiving quality is greatly
influenced not only by the distance between the devices but also by the envi-
ronment (buildings). If the quality sinks, there are more and more errors and
therefore the bandwidth will be automatically reduced from 11 Mbps to 5.5, 2
and 1 Mbps (known as fall-back). So the full 11Mbps may only be available at
distances up to 25 meters. Since it is a shared medium the more people it use
the less bandwidth they get. 802.11b uses different channels, (9 or 11 channels,
depending on the country), but only 3 of them do not overlap with one an-
other, so there can be only 3 independent connections between devices with full
11Mbps in the same area. If more connections are made, the bandwidth sinks
rapidly due to collisions. Each radio may act, depending on software, as a hub
or for computer-to-computer transmission, but it is much more common that a
WLAN installation uses one or more access points, which are dedicated stand-
alone hardware with typically more powerful antennas. These access points
often include routing, DHCP servers, NAT and other features.

max. dist. to access-point: 100m
bandwidth: up to 11Mbps
technology: DSSS
mobility: maximal inside scope
security: low
connection costs: middle
access points:  hotels lobbys ,restaurants, airports
distribution: low
devices :  Wireless LAN card

2.2.2 Bluetooth

Another wireless technology is Bluetooth[4]. Bluetooth tries to become a stan-
dard wireless interface between different electronic devices. It can be run on 3
different power levels. The lowest is just a replacement of a short cable, like the
connection between a laptop computer and a modem, or the connection between
a cellular phone and a headset (PAN, Personal Area Network). Furthermore,
the strongest offers the possibility to make a wireless LAN. The main difference
to 802.11b is that Bluetooth is cheaper, needs less power, might be already inte-
grated in a lot of devices but also offers much less bandwidth and range. It uses
the ISM Band at 2.4 to 2.48 GHz, using a spread spectrum, frequency hopping,
full-duplex signal at up to 1600 hops/sec. The signal hops among 79 frequencies
at 1IMHz intervals, making it insensitive against other Bluetooth connections or
other interferences. For data transmission Bluetooth supports maximal 723.2
kbps asymmetric (uplink 57.6kbps) or 433.9 kbps symmetric with a master shar-
ing a channel with up to seven simultaneous active Slaves in a Piconet (Point to
Point Connection). Several Piconet can be connected to a Scatternet . There
are some built in security mechanism. Bluetooth encodes data and uses fre-
quency hoping to prevent eavesdropping.



max. dist. to access-point: 10m
bandwidth: up to 1Mbps
technology: DSSS
mobility: maximal inside scope
security: middle
connection costs: middle
access points:  unknown
distribution:  very low
devices necessary: Bluetooth card

2.3 Mobile Phones

Most populated parts of the world today are covered with mobile phone net-
works. They can be used for limited data transmissions (up to 56kpbs), too. In
the future 3G (Third Generation) networks will allow much more throughput,
making it a serious competitor for mobile connection services. UMTSI5], such
a 3G standard, will allow bandwidths ranging from 144kbps in rural areas to
384 kbps in suburban up to 2 Mbps in indoor/low range outdoor areas. UMTS
should already be running, but high investments, both for technical equipment
and for licenses for the frequencies (they have been auctioned for huge amounts),
but also technical problems, no availability of portable devices and a low inter-
est on consumer side, have postponed the start of these services for months, so
they are not yet an option.

2.3.1 GSM

GSM]6] is the current second generation cellular phone standard, operating at
900MHz, 1800MHz or 1900MHz. GSM allows data transfer at 9.6Kbps or in
a compressed mode 14.4kbps. With HSCSD[7] (High Speed Circuit Switched
Data) up to 8 different channels can be bundled. In reality 4 are offered today,
allowing 28.8 kbps synchronous download/upload or asynchronous 43.2/14.4
download /upload. If the quality of a connection is too bad, the error correction
automatically changes from 14.4 kbps to 9.6 kpbs per channel. Furthermore,
speech services have a higher priority, thus by high demand the amount of
channels can be lowered. Another extension of the GSM network is GPRS[7]
(General Packet Radio Service). GPRS is a packet-switched service, which
allows a user to be connected all the time, but only the transmitted data has
to be paid for. GPRS uses channel bundling, allowing maximal 8 channels
for 171.2 kbps (21.4 kbps per channel). In a first phase only 50-60 kbps will
be available, with an effective throughput of 30-40kbps. The GSM Networks
use TDMA (Time Division Multiple Access) allowing more than one user using
the same frequency. The GPRS packets will be transmitted when there are
enough capacities available. On heavily used networks only a few packets can
be transmitted. Here GPRS has a disadvantage over HSCSD. There was another
technology planned before UMTS called EDGE. Edge uses a new modulation
technology to improve the bit rate of single time slots (18kbps-48kbps). HSCSD
and GPRS could be upgraded to ECSD (144 kbps) and EGPRS (384kbps). But
probably EDGE will never be realized. Mobile Network Companies are likely
to skip EDGE in favor of UMTS, which demands high investments.



bandwidth HSCSD:  57.5kbps
bandwidth GPRS  171.2kbps (now 40kbps)
mobility: maximal
security: high
connection costs: middle
access points:  almost anywhere in populated areas
distribution:  high
devices: Cellular Phones

2.4 Satellite Data Services

Another possibility is to use Satellites for data communication. They allow in a
large area like a continent or even at every point on the earth real mobile com-
munication, but the antenna has to be outdoor. The user can choose between
a lot of different data services. They can be divided into three main categories.

2.4.1 Global Satellite Phone Networks

Satellite Phone Networks[8, 9, 10] can be used for data transmission. This can
mostly be done only at a very low bandwidth. Satellite Phone Networks are
truly or nearly global (some will not offer services above 70 degrees). Prices for
connectivity and devices are high, but most end-devices are relatively small and
lightweight.

2.4.2 Global Satellite Data Services

Some Global Satellite Service Providers offer special data services, too. Inmarsat
offers a 64kbps bidirectional ISDN Service, which can be doubled by using two
devices. With Inmarsat-4 a bandwidth of 400 kbps is planned, coming in 2004.
Teledisc plans a satellite network for the Internet in the sky with a bandwidth of
64kbps uplink/2mbps down-link, with a focus on the African continent. Global
Satellite Data Services are becoming more and more important, specially in
areas with a low teledensity. Furthermore, airlines are an important target
market, since some customers wish Internet access during their flights. The
equipment is costly and relatively heavy and big, also services are likely to be
high priced.

2.4.3 Continental Data Services

There are companies offering satellite data services on a regional level, mostly
in North America and Europe. Some of them allow bidirectional asymmetric
connectivity. The equipment is also relatively big and not really usable for
mobile usage, but connectivity costs are mediocre and comparable to ADSL
Services.



bandwidth  9-128kbps
guaranteed bandwidth: no, shared with others.
mobility: medium (limited by equipment
security: unknown
connection costs: middle to high
access points:  almost anywhere on the globe
distribution:  high
devices: Special equipment, satellite dish

2.5 Future Trends

Mobile Wireless LANs Internet Connectivity will be available shortly everywhere
in populated areas on the world and increase strongly. While Wireless LANs will
be mostly used by white collar workers, due to high bandwidth, cheap infras-
tructure and the concentration of these people at certain places, like restaurants,
hotels, conference rooms and airports. Mobile phone based Internet access will
become important for blue collar workers. They do not need too much band-
width for data exchange at their field work, but they need it almost everywhere.
Furthermore, the consumer market for mobile phone based Internet access has
a huge potential. Especially with 3 generation mobile phones, but the start of
these services will be delayed due to high investments and a too low interest on
the consumer side.

2.6 Secure Mobile IP

With the change of Internet access points while traveling around there arise
mobility problems. Every time the access point is changed from one sub-net
to another, a new IP address has to be used. Most of the time this new IP
address is issued from a DHCP Server. With the change of the IP address most
applications get problems, because the TCP Connection hat to be rebuilt. Also
problems arise if the mobile computer has a server, which will not be accessible
anymore, or if the user wants to access the home network from outside, the
firewall will block him. So the user has no access to his file-servers or to his
e-mail from outside. If the user could access his home network, this connection
should be secure, to prevent unauthorized access to data. Most mobile Internet
access technology provide some security, but some of them are not reliable, also
they are not providing an end-point to end-point secure connection, because the
traffic on the Internet can always be sniffed.

A solution of this mobility problems is Secure Mobile IP (SecMIP) [12], known
and referred to in this paper as Portable Office, too. SecMIP is a combination
of MobileIP and IP Security (IPSec). The MobileIP tunnel is secured inside an
IPSec tunnel. This allows the user of SecMIP a secure connection to his home
network while out of office, using all of his services there and change seamlessly
access points throughout his travel. Thus SecMIP is named the Portable Office,
too. The Portable Office also includes improvements to Mobile IP | specially
that the Foreign Agent can be located on the mobile device, allowing it to be
used everywhere.
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Figure 1: Mobile IP

2.6.1 Mobile IP

Mobile IP[11] is a Software that allows a portable device to keep always the same
IP number (e.g. out of the address range of the home network). This is done
with an IP-in-IP Tunnel between a Foreign Agent, located at the access point of
the portable device and a Home Agent, located inside the home network. The
Foreign Agent sends all packets from the portable device directly through the
tunnel to the Home Agent, which forwards them to the home network under
the static IP address of the portable device (see Figure 1). So receivers get the
impression that the mobile device is always inside the home network. On the
other hand all packets addressed to the static address of the portable device
are picked up from the Home Agent and sent to the Foreign Agent, who then
forwards them to the portable device under the originators IP address. To do
this work, there has to be a Foreign Agent located at every access point the user
wants to use.

The Portable Office proposes a solution which also includes encryption (see
below) It includes the Foreign Agent on the mobile device. This allows to use
Mobile IP from every access point. In this case the portable device has then two
IP addresses, the static one that stays always the same, which the applications
of it, his operating system and the correspondents in and outside of the home
network can see, and the real IP Number of the Mobile Node, which changes
dynamically (issued from DHCP Server’s of the access points) and only the
Foreign Agent and the Home Agent has to know. Mobile IP allows the user to
access files and mail servers from outside of the home network and it allows a
seamless change of access points.



2.6.2 IP Security

IP Security (IPSec)[12] is a set of extensions to the IP protocol family and
has been deployed to implement VPNs. IPSec secures a connection on the
Network layer, the layer where IP is used, thus the name IPSec. The services
IPsec allows for are authentication, integrity, access control, and confidentiality.
IPSec encrypts all IP Packets, optionally even the IP Headers. The encryption is
based on a public/private key pair. IPSec eases building secure virtual private
networks. The combination of IPSec and Mobile IP allows the generation of
mobile virtual private networks.

2.7 Service Level Agreements

If a buyer buys something there is normally a written or oral contract between
him and the seller. For Internet access this contract would be normally about
price, per time or data volume, and bandwidth. This is common between home
users and ISPs. But networks are shared, if there is more traffic, bandwidth is
split up and delay and packet loss becomes bigger, too. Also overall network
quality greatly varies. For home users the bottlenecks are mostly the last miles
from the ISP to them, and therefore if the ISP has enough capacity the user
will most of the time get a certain bandwidth with a certain quality. But there
is no guarantee. Network traffic increases, and companies depend highly on
networks. A lot of companies let other companies run their applications (Ap-
plication Service Providers ASP) to save money, and they communicate with
these applications over networks. Furthermore, some applications need a cer-
tain quality to make sense, e.g. a video conference, therefore companies demand
from network providers certain network performances, so they can operate their
business without problems.

These contracts are called a Service Level Agreement[14] (SLA). SLAs are not
only over network services, but also used for all kinds of IT services, so enter-
prises, that use outsourced services, rely on them to guarantee specific levels of
functionality, network bandwidth and uptime. A SLA details all the responsi-
bilities of an IT service provider, the rights of the service provider’s user, and
the penalties incurred when the service provider violates any item of the SLA.
Thus, an SLA identifies and defines the service offer itself, supported products,
evaluation criteria and Quality of Service[15] (QoS) that customers can expect.
Network SLAs cover the characteristics of the network itself, connection charac-
teristics and network security. An important part in a network SLA is quality of
service. Quality of service means delivering consistent predictable data delivery
service. There are five main characteristics that qualify QoS[15]:

e Latency: The delay (measured in milliseconds) in a transmission path or in
a device within a transmission path is called latency. For most applications
some latency is not a big problem. Delay-sensitive applications are real
time voice and video, interactive games etc.

e Jitter: When packets do not arrive at their destination in consecutive
order or on a timely basis, i.e. they vary in latency, it is called jitter. Too
much jitter is a problem for video or audio transmissions over a network.
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e Bandwidth: Bandwidth is a measure of data transmission capacity, usu-
ally expressed in bits per second. Bandwidth indicates the theoretical
maximum capacity of a connection. Video applications and large files
transfers demand a high bandwidth.

e Packet Loss: The amount of packets that are lost during a transmission
is called packet loss. Packet loss is measured in percentage of all data
packets transmitted over a certain time, e.g. 1% over a month.

e Availability: The average availability of network services during a certain
amount of time, e.g. 99.9% per month, is called availability . Another
name for availability is called the uptime of a network, too.

Different applications need different QoS requirements. In the Internet with its
"best effort” there is no Quality of Service guarantee. There are some technolo-
gies to provide QoS, but they demand all network layers from top-to-bottom,
as well as every network element from end-to-end. Any QoS assurance are only
as good as the weakest link in the ”chain” between sender and receiver. There
has to be some monitoring of QoS to check if the defined values of the SLA are
fulfilled, too.
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Offer and Demand Functions

price

equilibrium (market price)

quantity

Figure 2: Offer and Demand Functions

3 Marketplaces

3.1 Definition

A marketplace[16] is commonly considered a place where a certain time offer and
demand meet, the information-exchange between participants, the formation
of a price, the trade to the market-price and the exclusion of sellers whose
price-expectations are above and buyers whose price-expectations are below the
market-price takes place.

3.2 Ideal Market

There is a model of an ideal market[16] in economics.

e homogeneity of goods: All goods in an ideal market have the same quality.
To a good with 3 qualities we refer with 3 markets. In an ideal market all
goods are equal, and therefore a market price for all goods in this market
can be determined. In an ideal market therefore it does not matter what
good to buy from which seller. An example could be the money exchange
market.

e free business competition: In an ideal market everybody has access at any
time, and there are no restrictions like taxes or bureaucracy. Furthermore,
no agreements or mergers like cartels, cooperatives etc are allowed. There
has also to be a free choice between different sellers and buyers, so no
monopolies can arise and influence the price in a negative way for one
side.

e market transparency: In an ideal market there is a complete informa-
tion exchange between all participants, so all participants have the same
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knowledge about the goods, the environment, the prices, deals etc, so no
participant can profit from a head start in knowledge.

e point market: The market is at one location, so the negotiation can be
done on place and the exchange items versus money can be executed im-
mediately without the need for transport.

e point of time: The ideal market is a snapshot, meaning that all deals are
made immediately and the price is adjusted dynamically.

Under the assumption of 1 good = 1 quality the expectations of the participants
are reduced to price and quantum of the now quasi standardized goods. Thus
the offer and the demand functions can be described in a diagram (see Figure 2).

The offer function shows the quantity of an item the sellers are willing to sell at
what price. If the price is high, all sellers want to sell their items, but the lower
the price goes, the less sellers are willing to sell, and if the price is zero, at the
latest, nobody will sell anything.

The demand function shows the interest of the buyers. If the price is low,
more buyers are willing to buy an item. If the price is high, only a few buyers
are willing to buy, and if the price reached a certain limit, nobody buys the item
anymore.

The interception point of this two functions shows, what will be traded, that
is how many items at what price. If the conditions change, also the offer and
demand functions change and a new intercept point is defined. So every market
tends towards an equilibrium. If the market is not ideal, i.e. one of the five
points mentioned above is not fulfilled, this equilibrium can be more or less
biased.

3.3 Variations from the Ideal Market

In real life there are no ideal markets, some are closer to the ideal market, like
the stock market exchange, other are father away.

3.3.1 No Homogeneity of Goods

Only mass produced goods without differentiation like screws or computer chips
are traded on markets fulfilling this point. A lot of agricultural goods and
natural resources can be considered as homogeneous, if they meet an average
quality, too. But most products, specially those in B2C (Business to Customer)
markets, are differentiated and sold at different prices. These markets are split
up in market segments.

3.3.2 No Free Business Competition

At some markets there is only one buyer or/and seller. This is called a monopoly.
The monopolist sets the price so that he can maximize his profits. A monopoly
generates normally prices above (or under) normal market prices. Some par-
ticipants arrange themselves to influence the market price to their advantage.
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An extreme form of this is a cartel. Most states try to prevent monopolies
and cartels with laws. Although there are some accepted monopolies, mostly
operated by the states themselves, like nets (public transportation, gas, water
etc), generally markets with high capital invests. There are other market inter-
ventions by states, to protect consumers from high prices, to protect producers
from ruin or to earn money. They are either market conformable, that means
they use market mechanism and produce a new price (subventions, value added
tax) or market non conformable , they influence the price directly from outside
(minimum prices, maximum prices, fix prices).

3.3.3 No Transparency

A lot of times there is no free information flow. Information retention is com-
monly used to get better deals out of negotiations. In some auction types the
offers are secret. It is an important business decision what information to re-
strain and what information to give away.

3.3.4 No Point Market

If a market is not limited to one location, transportation of goods and commu-
nication between participators must be taken into consideration. Examples are
chains or a virtual market over the Internet.

3.3.5 No Snapshot

Most trading is done within a short time. But some business negotiation or some
auctions (especially over the Internet) may last up to a week or even more.

3.4 The Modern Economy

Our economy is highly complex. There is a market for everything. Goods,
services, finances, real estate, labor etc can be traded. The model of the ideal
market demands homogeneity of goods, but most of the times similar goods from
different offers are not exactly the same, so they have to be grouped together to
create reasonable markets. What a market is is sometimes clear, like the market
for certain natural resources, but mostly, specially by heavily varying goods, it
is a question of definition or interpretation. Markets can be split up or they can
be grouped together. In Figure 3 there is a scheme of the modern economy [17].

3.5 Administration, Business and Consumer Markets

Specially in electronic markets there is a popular grouping of markets. All possi-
ble market participants are grouped into three groups: administration (A) (gov-
ernment etc), business (B) and consumer (C). Each group builds with each other
group and itself an own market. So there is an administration-to-administration
market (A2A), an administration-to-business market (A2B) etc, 9 markets in
total. The first letter tells the seller or the offer, and the second letter the buyer
or the demand. So the A2B market would be e.g. the government supplies roads
for companies, and they have to pay taxes for that. The two biggest markets
are the B2B markets, meaning all the trade between two businesses, and the
B2C market, the mass consumer markets, selling business goods and services
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Flow diagramm of a modern economy
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Figure 3: The Modern Economy

to consumers. These schemes can be easily put over the scheme of the modern
economy above (see Figure 3).

3.6 Price Determination

To make a deal both parties have to agree on a price for a certain good. There
are different methods to determine a price. Some are simple, some are complex,
some are iterative, some are not, some are determined for each deal, others stay
the same for all consumers. They all have in common that they try to find the
equilibrium between demand and offer. The five most common ones are listed
below (See Figure 4).

3.6.1 Price Negotiation

Price Negotiations are probably the oldest form to determine a price. Two
parties try to find a for both sides acceptable price, mostly making offers and
counter-offers. Price negotiating is widespread in some cultures (bargaining).
Today price negotiations are used mainly in business to business deals. Most of
the time not only the price is negotiated, but also other parts of the contract.
Demands a lot of skills and knowledge from the negotiators. A good strategy
and the right tactical decisions have to be made. A negotiation is made between
two parties, although a party can negotiate simultaneously with different parties
and choose the best deal in the end. In comparison to the other procedures very
time-consuming, and therefore used only for important deals.
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Figure 4: Price Determination

3.6.2 Auctions

A widespread form are auctions[18]. A good is sold from one seller to the
highest bidder (s). In this form the bidder(s) make(s) the price. Auctions are
used mostly if there is much more demand than supply. Furthermore, auctions
are appropriate if the seller does not know how much his good is worth, or when
the good has to be sold quickly. Auctions are used for agricultural goods, very
unique goods (e.g. art) or for liquidations. Auctions go on until no bidders is
willing to offer more. Some auctions have a fixed end time, e.g. auctions over
the Internet or for written ones. Auctions are only about the price. The four
most popular auction formats are listed below.

English Auction The English auction[18] is probably the most famous auc-
tion format, mostly the term auction is even associated with the English Auc-
tion. The English Auction is known as open-outcry or ascending-price auction,
too. It is commonly used to sell art, wine and numerous other goods. In the
English auction the auctioneer begins with the lowest acceptable price, or a very
low price, and proceeds to solicit successively higher bids from the bidders until
no one will increase the bid. The item is sold to the highest bidder. In some
auctions there is a minimum price fixed for every item, such that the item is
only sold if this price is reached. It is called reserve price. The reserve price can
be known or unknown to the bidders.

The English auction is very simple, but it has some drawbacks, too. On the
buyer side sometimes bidders pay more than the product is worth or more than
they would have been willing to pay, but during the auction they got carried
away and the competitive side of the auction let them continue with bidding.
This is called the winners curse, the auction becomes a game. On the seller
side a disadvantage is, that if there is not a high interest in an item it will be
sold way beyond market value, and the seller does not receive maximum value.
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Another problem to English auctions is, that they are vulnerable to rings. Rings
are bidders that arrange themselves to get lower prices.

Dutch Auction Another auction format is the Dutch auction[18], getting its
name from the Dutch flower markets. In a Dutch auction bidding starts at
an extremely high value and is progressively lowered until a buyer accepts the
price. When multiple items are auctioned, the price continues to sink until all
items are gone. This form is used both on financial markets and for agricultural
goods like flowers or fish. Some goods might get less in a Dutch auction than
in an English auction, because the competitive side is missing. On the other
hand, if a bidder is really interested in an item, he cannot afford to wait to long
to enter his bid, thus he might bid close to his highest valuation.

First-Price, Sealed Bid This auction, also called a discriminatory auction[18],
is a sealed auction, in contrary to the open outcry auction, thus the bids are
hidden from the other bidders. In a first phase the bids are submitted, in a
second period the winner is determined. If one item is auctioned, the highest
bidder gets it and has to pay his bid. If multiple items are being auctioned, the
highest bids win, every winning bidder has to pay exactly the amount he bid,
thus it is called a discriminatory auction, too. This type is used for refinancing
credits and foreign exchange. In the financial community this auction is called
an English auction!

Uniform Second-Price, Sealed Bid The uniform second-price auction is
also called the Vickrey Auction[18]. Like the first-price auction, the bids are
sealed, and therefore unknown to the other bidders. The highest bid wins, but
the bidder has only to pay an amount equal to the second-highest bid at a single
item auction, or the first unsuccessful bid at a multiple item auction. Therefore
at multiple item auctions, all bidders pay the same price. At a first glance, it
seems that this auction format tends to make less money than at a first price
auction, but some theories try to prove the contrary. The Vickrey Auction is
used to refinance credit and foreign exchange, too. In the financial world it is
known as a Dutch Auction!

3.6.3 Reverse-Auctions

A reverse auction is, like its name suggests, an auction, only the other way
around. Some sellers offer their items, and the best offer wins the bid. A
reverse-auction is most of the time not only about the price, but also other
parts of the deal. Reverse auctions are commonly used on the construction and
project market, e.g. which architect can realize a project. All four basic auction
types can be reversed and held as a reverse auction, but only the first price
sealed bid reverse auction and modifications of the English auction play a role.

3.6.4 Stock Market

This is the implementation of the ideal market. Lots of sellers and buyers
determine the market price of a homogenous good at a certain place to a certain
time. The price is highly variable. A single participant has no direct influence
on the price, he can only accept it or not. Goods that are traded this way are like
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the name says stocks, but there are other homogenous goods sold this way from
agricultural goods to natural resources to computer chips. The stock market
exchange can also be viewed as an auction, the continuous double auction.

3.6.5 Fixed Price

Instead of negotiating a price the seller can just determine a price and the buyer
can accept it or not. This is mostly used in widespread markets with lots of
participants and complex products, where the price of the product is not the
only decision factor. Most business to consumer markets are organized like this.
The price is not really fix, because if the items does not sell or could be sold
at a higher price, the price can be adapted. But the changes are slow, and the
price is not determined newly for every deal, and therefore stays the same for a
certain time at a certain place, for all buyers, thus providing a certain fairness.
The conclusion of a deal is a lot more simpler than the four other price determi-
nation procedures, because nothing has to be negotiated, but determining the
price itself in advance is a highly complex task, where a lot of factors play a role.

The price is a complex mixture of production costs (labor, real estate), costs
for materials and products for producing the goods and the distribution costs.
But in the end it is mostly a price generated by the marketing department, the
price they believe buyers are willing to pay for a certain product. Depending
on the reaction of the market, the price can be adapted afterwards. E.g. the
price of a packet of coffee. First the coffee beans have to be bought at exchange
markets. This costs can vary greatly. Then there are fixed cost for transporting
and treating the beans. In the end the coffee may be sold under two different
labels with two different prices.

3.7 Price versus other Decision Factors

In an ideal market the price is the only decision factor for buyers. But in all
other markets where the goods or services are not of the same quality a lot of
other factors play an important role. This may include all aspects of a good
or service, like features and extras, but also quality, the look or design of a
good, added features or services, guarantee regulations, availability, brand and
images of that brand (see the section below, too). Sometimes the decisions
are not rational at all and subconscious and psychological factors (emotions,
experiences, other people’s opinion, stereotypes, commercials, packaging, etc)
may play an important role. An simple task like buying a toothbrush may
become very complex if it is split up and analyzed. Sometimes the price does
not play a role at all, or an item is only bought because the price of it is much
higher than the competition, like luxury articles.

3.8 Branding

An important decision factor for buying items are brands and labels. Historically
brands were established for a guarantee of quality. First only oral from person
to person and on local markets, e.g. the knives of smith Ironhand are the nicest,
later with the industrialization and mass distribution, the manufacturers wrote
their name on the products. So if a company has established a good name,
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mostly for quality or superiority to other products, this helps them to sell more.
Today some brands are worth more than the companies owning them, and are
their main property. Even brands and labels are "rented” (licensed) to other
companies, or completely sold to them. By mass distributing products, brands
and products have to be known, so advertising has become important. With
advertising images have been built up. Today a lot of goods are mostly sold
over their image, e.g. if somebody buys a pair of Levi’s jeans, they do not
buy a pair of jeans but a cool image. This happens specially in fashion, but
also for cigarettes, watches, cars etc. Brands and labels are mostly used for
goods and services in high interest markets. Mostly on consumer markets, but
they play an important role in business markets, too. But even in some low
interest markets brands have become important, e.g. fruits like bananas are
sold under brands, and even ”brandless” products of chains became a brand
itself, e.g. some supermarkets or computer-parts distributors could establish
strong private brands.

3.9 Relationships

Another important tool for selling goods and services are relationships between
sellers and buyers. This can be either on a personal basis from seller to buyer or
on a more abstract customer to company basis. So establishing and maintain-
ing a good relation is also an important decision factor. Relationship includes
different aspects:

e Good experiences with a product or service of a company, trust.

e Impressions at the customer-front, friendly and competent sellers or em-
ployees, good customer service

Personal relationship with a seller or employee of a company (we trust
people we know and are fond of, e.g. car dealer, assurance, shop employee,
sales man)

e Long term thinking (not such a good deal today, but some paybacks later)
e.g. b2b negotiations

e Discount for good customers, so relationships pay off

3.10 Electronic Marketplaces

An Electronic Marketplace[19] (eMarket) describes a virtual platform on the
Internet through which the parties in a market communicate, exchange ideas,
realize marketing, handle transactions, manage stocks etc.

e thousands exists already
e "everything commercial” on the Internet is an eMarket...
e range from simple yellow pages to stores to auctions and reverse auctions

e 80 percent B2B!
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3.11 Automated Marketplaces

An automated marketplace is a fully automatic eMarketplace. The users tell
their offer or demand, the rest (including trade decision) is done automatically
(except transportation of goods). There can be made a distinction between au-
tomatic marketplaces for optimization problems and for competitive markets.
Marketplaces for optimization problems try to get an equilibrium in changing
environments with the help of market mechanisms. That could be finding the
optimal schedule for trains or an air-conditioning system in big buildings etc.
Such systems are relatively simple to implement. There are a lot of such systems,
mostly on a research stage, but also already fully implemented. Competitive
automated markets in contrary, where different parties all try to get the maxi-
mum out of it, are much more difficult to implement and far away from usable.
A exception may be the automated stock market. Here computers take over the
matchmaking and calculate the stock rate, but when and what stocks to buy or
sell still decide humans. Automatic competitive markets would most likely be
used for goods of low interest, specially homogenous good, and in B2B markets.
Most automated markets are realized with Multi Agent System (agent-based
marketplaces).

3.11.1 Problems of Implementing Automated Markets
The main problems of realizing a marketplace:
e Technical:
— Implementation (e.g. agent-based, what agent platform, software
design)
— Security aspects, authentication of participators
— The system has to be robust and stable
— Providing a secure service for accounting
e Design:
— Market design (protocols, rules, defining items, participants, infor-
mation exchange etc)
— Strategies for sellers and bidders, decision functions
— Providing fairness, consideration of fraud and foul play
— Integration of branding and relationships
— Mechanisms to prevent vigorous oscillation of market, like price wars
etc.

e Marketing:

— Convincing seller and buyers of advantages and security

— Mayor market players have to participate, for the market to become
interesting for buyers.
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The Technical problems, which include all aspects of an implementation, are
problems in the field of computer science. The marketing problems, thus, how
to sell the marketplace itself to the buyers and sellers, have to be solved by
business management and marketing specialists. The design of the market-
place, putting intelligence and clearly defined structures and sequences into it,
is the most interesting part, but also the most challenging. This should be solved
interdisciplinary by computer science, business management, mathematics and
psychology specialists.

Some special problems arise with the nature of the immediate reaction of elec-
tronic systems to changes. While real markets are highly nested and complex
and therefore react always slowly to changes and mostly do not react fully, au-
tomated markets react immediately and fully to changes. This can lead to un-
wanted effects like the immediate establishing of monopolies and freezing states
or the market could get unstable and start to vigorously oscillate by competitors
dropping in and out or endless cycles of price wars. Price wars happen when
sellers drive each others prices down until one seller realizes that it can make
more profit by raising its price again. He breaks the price war, but the other
sellers are free to grab the lost consumers back by slightly undercutting the new
higher price and the price war begins again. With lots of different sellers more
than one price war might be running at once, and sellers may quit one just to
enter another one.
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4 Agents

One way to implement an automated marketplace is with agent technology|[20].
But what is agent technology exactly, what is the definition of an agent? A
good way to see agents is as an abstract design/model of software systems that
are autonomous, communicative, intelligent and distributed.

Agents evolved out of a natural progression of trends in the IT world:

e More processing power: Computers are getting faster and more efficient,
thus allowing for more complex software systems.

e Interconnection: Almost all computers are interconnected today, thus al-
lowing distributed problem solving and information exchange.

e Communicability : Well defined communication protocols make commu-
nication between different computer systems possible.

e Delegation: More and more tasks are delegated to computers. This in-
cludes more and more white collar tasks, too.

e Intelligence: Software is getting more intelligent, thus more complex task
can be delegated to computers.

e Human oriented view: More and more problems are tried to be solved
with a human oriented view instead of an algorithm or an object oriented
view.

4.1 Human Oriented View

Humans solve problems by interacting with one another and working towards
meeting a general consensus. This idea is used to model the world with interact-
ing software entities, which are called agents. This allows to develop complex
interacting software systems in a very intuitive manner. Agents can be ev-
erywhere. For example if a business man wants to make a travel, he tells his
secretary his plans, who then calls a travel agency to reserve a flight and so on.
Modeling that, there would be a business man agent, a secretary agent, a travel
office agent and so on. As this example shows, agents represent not only entities
of individuals, they can also represent entities like organizations, governments,
enterprises etc.

4.2 Definition of Agents

There exits no clear definition of agents. But most agree on some common
features[20]. An agent hast to be:

e Autonomous:capable of acting independently, to control internal states,
capable of action in some environment.

e Reactive: to react to changes in the environment.
e Proactive: setting and achieving goals.

e Social: ability to interact with other agents.
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Agents can have other features like veracity, benevolence, rationality, learning-
adaptation etc. Most of these features are aimed to make an agent more human
like. In some definitions, an agent just has to be autonomous, e.g. a thermostat
is an agent, too. If such an agent is also proactive, reactive and social, it is
called an Intelligent Agent. The absolutely correct name for a software entity
described above would be Intelligent Software Agent. In this document simply
the term agent is used, meaning an Intelligent Software Agent. To make sense,
agents seldomly exists alone. A system consisting of more than one agent is
called a Multi Agent System (MAS), and if they are distributed, that means
located on different computers, a Distributed Multi Agent System.

4.2.1 Agent Mobility

Another possible feature of an agent is mobility. Mobile Agents can change
platforms and migrate to other computers with their code. There they then
act autonomously (within certain boundaries). For some experts this is a much
promising feature, but others question if it is really necessary to have mobile
code, because agents can easily stay on their platform and just exchange infor-
mation between different platforms. Agent mobility demands more security and
stronger authentication. The agent world is split into two groups, one favoring
Mobile Agents, others static Intelligent Software Agents. Therefore there are
two main standards for agents (more about these standards and the differences
between mobile agents and static agents below in the section about agent stan-
dards). Although there are some efforts to bring the two standards together.

4.3 Agents vs. Object Oriented Programming

Agent technology uses a higher level of abstraction than traditional object ori-
ented design. [20, 21, 22] But:

e agent technology has (yet) no own programming language

e most of the time object oriented languages are used to develop agents and
multi agent systems.

e Some open source agent platforms are implemented, allowing fast devel-
opment of multi agent systems.

The main differences between Agent Technology and Object Oriented Languages
are:

e Objects resemble objects, while agent technology is oriented on humans.

e Objects communicate via message parsing, methods are started via in-
voked messages. Objects encapsulate some state.

e Agents communicate with an agent communication language (ACL). They
decouple communication from action and have autonomy over their be-
havior as well as their state. They engage in dialogs and may negotiate
and coordinate the transfer of information.

e Agent have continuous active threads of control
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e Agents are goal driven, reactive, have beliefs, desires, they can judge their
results and change their behavior. They reason during the process of
selecting a possible action

e Objects have no problem solving ability in the sense of agents.

e "Objects do it for free, agents for money”

4.4 Agent Technology vs. Expert Systems

An expert system has some knowledge about something. The main differences
between agent technology are:

e agents are situated in an environment
e Agents act
e Agents interact with each other

But some real time expert systems are agents.

4.5 Building Agent Systems

The main issues in building agent systems can be split up into two parts, the
micro and the macro issues:

e Micro issues: These issues deal with how to build an agent. An agent
can be build like a touring machine. There is an input, a control struc-
ture consisting of several layers, where the agent reasoning mechanism is
located, and an output.

e Macro issues: These issues deal with how to build a society, how agents can
cooperate effectively. It deals with inter-agent communication, message
formats, interfaces etc. The macro issues demand standards. There are
two standardization efforts for agents, FIPA and OMG MASIF.

4.6 Agent Standards

There are two main beliefs[23] for building agent systems, one for mobile agents
and the other for static intelligent agents. Both directions have their own stan-
dardization efforts. The standard for mobile agents is OMG MASIF. Their idea
is to enable mobile agents to migrate between agent systems of the same profile,
that is language, system type, authentication type and serialization methods,
via standardized CORBA IDL interfaces. Mobile agents focus on mobility of
p