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ABSTRACT

The Internet has surpassed a tremendous growth in the past years. Yet the Internet has no
capability to support Quality of Service. Many applications tend to go over the Internet using 1P,
especially Voice over IP but these applications have an insufficient support. For to make
applications move to the Internet in the future, the Differentiated Services Working Group
(diffserv) of the Internet Engineering Task Force (IETF) is discussing proposals that are
supporting QoS over the Internet. The Internet network elements such as routers need to have

new functionality implemented, while the end devices experience no modification.

To use ATM as a core Wide Area Network (WAN) which has inherently QoS attributes is
apparent. The diffserv classes have to be mapped on the ATM traffic classes. In the testing

scenarios it could be shown that this arrangement - diffserv IP with ATM - works well.

While testing the simulation, the more came clear that the presence of a Service Level
Agreement (SLA) is a precondition for working diffserv structures. The SLA is enforced through
the first hop router where policing functions regulate the traffic and a clever dequeueing
algorithm manages the bandwidths for any traffic present. Bandwidth Brokers (BB) enable the

system to dynamically allocate bandwidth shares.

The simulations showed that diffserv is working. In present IP networks the aggressive links are
destroying the transmission of any traffic even of its own traffic, always with the precondition
when bandwidth is not sufficient to transport all the services. A main problem is that TCP is
suffering when UDP is present. This is different in IP networks with diffserv functionality. The
traffic is getting the bandwidth applied independent from UDP and TCP traffic.

The testing results showed that when all parameters are well set diffserv is behaving as expected.
The parameters have to be set exactly and efficient algorithms have to be used, this makes
diffserv not easy to handle. Nevertheless diffserv offers a great opportunity to integrate a wide
range of — as well as paid — services over the Internet for example Telephone, Banking
Applications, home applications like Video as well as the set up of commercial structures like

Virtual Private Networks (VPN).
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Bandwidth Broker

Boundary
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Classical 1P

Classifier

CLP

Codepoint

diffserv

DS Byte

DS Codepoint

GLOSSARY

Behavior Aggregate Classifiers which classify on patterns in
the DS Byte only.

Agents called Bandwidth Broker (BB) are able to allocate
and control Bandwidth Share. BB can be configured with
organizational policies, keep track of the current allocation
of marked traffic, and interpret new requests to mark
traffic in dependence of the policies and current allocation.

A link connecting the edge nodes of two domains.

Connection Admission Control is defined as the set of
actions taken by the network during the call set-up phase in
order to determine whether a connection request can be
accepted or should be rejected.

Classical IP and ARP over ATM, see RFC 2225,

A logical element of traffic conditioning that selects
packets based on the content of packet headers according
to defined rules.

Cell Loss Priority control: For some service categories the
end system may generate traffic flows of cells with Cell
Loss Priority (CLP) marking. The network may follow
models which treat this marking as transparent or as
significant. If treated as significant, the network may
selectively discard cells marked with a low priority to
protect, as far as possible, the QoS objectives of cells with
high priority.

A specific value of the PHB field in the DS Byte.

Differentiated Services. The user commits a service profile
with the ISP and the packets have a priority marking. The
flows can be aggregated (all flows i.e., between subnets). It
is scaleable for small and large networks. IETF working
group with same name.

A small bit-pattern in each packet, in the IPv4 ToS octet or
the IPv0 traffic class octet, is used to mark a packet to
receive a particular forwarding treatment, or per-hop
behavior, at each network node.

A specific bit-pattern of the DS field.



DS domain

ISP

Marker

Meter

OSPF

PHB

PNNI

Policing

Quality of Service

RIP

Routing

A contiguous set of nodes which operate with a common
set of service provisioning policies and PHB definition; it
consists of DS interior nodes and DS edge nodes.

The Internet Service Provider provides home users and
companies the access to the Internet.

A logical element of traffic conditioning that sets the DS
Codepoint in the DS field based on defined rules.

A logical element of traffic conditioning that measures the
properties (i.e., rate) of a packet stream selected by a
Classifier.

An advanced routing protocol based on link state, which is
more scalable than RIP.

A Per-Hop Behavior is a description of the forwarding
behavior of a DS node applied to a particular DS behavior

aggregate.

Private Network-Network Interface Specification supports
QoS. PNNI includes two categories of protocols:

- A protocol is defined for distributing topology
information between switches and clusters of switches.
This information is used to compute paths through the
network.

- A second protocol is defined for signaling, Message flows
are used to establish point-to-point and point-to-multiunit
connections across the ATM network.

The process of applying traffic conditioning functions such
as marking or discarding to a traffic stream in accordance
with the state of a corresponding Meter. The policing
action taken may be one of two possibilities only:

1. drop the over-rate packet and

2. hold the over-rate packet until it will be in compliance
with the peak rate (shaping).

QoS is the idea that transmission rates, error rates, and
other characteristics can be measured, improved, and, to
some extent, guaranteed in advance.

A simple routing protocol used in local areas. Has several
drawbacks which lead to the development of the OSPF
protocol.

Routing is the ability to detect the next node for a packet.

There are several routing protocols existent such as RIP,
OSPF and PNNI within ATM.
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Shaper

Traffic conditioning

Traftfic profile

Traffic stream

VoIP

A logical element of traffic conditioning that delays packets
within a traffic stream to cause it to conform to some
defined traffic properties.

Service Level Agreement. A service contract between a
customer and a service provider that specifies the details of
a traffic contract and the corresponding service behavior a
customer should receive. A customer may be a user, an
organization or another DS domain.

Control functions that can be applied to a behavior
aggregate, application flow, or other operationally useful
subset of traffic, i.e., routing updates. Traffic conditioning
is used to enforce service level agreements between
domains and to condition traffic to receive a differentiated
service within a domain.

A description of the expected properties of a traffic stream
such as rate and burst size.

An administratively significant set of one or more
microflows which traverse a path segment. A traffic stream
may consist of the set of active microflows which are
selected by a particular Classifier.

Voice over IP is the attempt to directly Telephone over IP
networks. The real-time requirements for VolP have to be
met.

Virtual Private Network is a private connection between
two machines that sends private data traffic over a shared
ot public network, the Internet. This technology lets
organizations extend its network service over the Internet
to branch offices and remote users creating a private WAN
via the Internet.

xii



Chapter 1

INTRODUCTION

IP has no capabilities to support Quality of Service. For to make applications run over IP, the
differentiated services working group (diffserv) of the IETT is discussing proposals that support
QoS over IP.

The Internet network elements such as routers need to have new functionality implemented.
This functionality ensures that applications such as Voice over IP (VoIP), Video Conferencing as

well as Banking Applications can migrate to IP (Internet and Intranet).

In a computer simulation this new functionality was implemented and tested. Many of the
discussed proposals and Internet drafts were implemented and compared to each other. It could
be shown that diffserv has good qualities in transmitting the well behaving packets and that TCP
is no longer disturbed by UDP traffic. Video (UDP) and FTP (TCP) streams can undisturbed be
transmitted simultaneously.

To use ATM as a core network for Wide Area Network (WAN) transmission is a next step and
is tested and described in this paper.

While testing the simulation, the more came clear that the role of the Service Level Agreement
(SLA) is very important which enforces the SLA at the border of Internet Service Providers
(ISP’s) and Virtual Private Networks (VPN’s). Bandwidth Brokers (BB) can then dynamically
allocate bandwidth. Another important aspect is the dequeueing algorithm. A bad dequeueing

algorithm without bandwidth control can destroy the whole diffserv qualities.

However there is more research to do and to find algorithms and rules how to deal with diffserv
as well as there are missing links like Quality of Service Routing (QoSR), Bandwidth Broker

(BB), Service Level Agreement (SLA) and finally how to calculate the costs of such services.



Chapter 2

DIFFERENTIATED SERVICES NETWORKS

2.1 Introduction

With the building blocks of differentiated services (diffserv) a wide variety of services can be
supported. The diffserv networks have a different behavior to marked packets. This so called
codepoint [1] is 6 Bytes long and defined within the ToS Byte [2] of the IPv4 and IPv6 packet
header. The network elements such as routers and gateways offer better treatment for diffserv
packets than for Best Effort (BE) services packets, thus assuming that the packets are better
protected from other streams especially from aggressive UDP streams and the bandwidth is

enforced through that prioritization.

At the moment the Assured Forwarding (AF) service and the Expedited Forwarding (EF)
service is defined and further specified. The remaining traffic is sent as Best Effort (BE) traffic,
which is the traffic known presently on the Internet where it is sent as fast and as reliable as

possible.

Each router has its own set of diffserv functionality. It is expected that the border routers
(ingress and egress routers) have the full set of diffserv functionality as well as they enforce the
Service Level Agreement (SLA) through Bandwidth Brokers (BB) of the ISP or the VPN
borders. The interior routers have a smaller set of diffserv functionality and smaller queues

because the traffic should be well behaving under the SLA and is possibly shaped also.

The diffserv functionality is given through traffic conditioning which is a set of mechanisms to
ensure a different treatment of the packets consisting of classifying, metering, marking, dropping,
queueing, dequeueing and shaping the packets[3]. Out-of-profile packets may be queued until
they are in-profile (shaped), discarded, marked with a new codepoint (re-marked), or forwarded

unchanged while triggering some accounting procedure.

Only the behavior of the single diffserv blocks is defined leaving the implementation to the

vendors. In this work many of the proposals are implemented and compared.



2.2 Overview

The diffserv structure is as follows. When a packet is arriving it has to pass certain blocks - the
amount and existence of these blocks is different in each router - before it is sent to the next
router in turn — the next hop router. Figure 1 shows the diffserv architecture in an overview as it

can be found in a router.
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Figure 1: Differentiated Services Architecture Overview

The arriving packets are classified first. When the packet reaches the first hop router it has no
classification yet. The first hop router gives the packet a classification and thereafter it belongs to
a certain traffic class. When a packet has a classification already it is read and passed to the
Meter. Note that this traffic class is marked in the first section of the DS Byte called the class

selector, furthermore this traffic class may not be changed by a router.



The packet is metered against a traffic profile mainly testing whether the packet is within the
specifications given by the SLA. With the result of the Meter the packet is marked to a drop
precedence equal or lower as the former drop precedence. This metering function is done with

the help of Token Buckets (TB).

@
o000

Figure 2: Token Buckets

The buckets are filled with periodically emitted tokens. An arriving packet is compared to the
amount of tokens available in the TB. These tokens correspond to the bytes of the packet. The
packet is marked correspondingly while the amount of tokens is removed from the bucket. The
Marker changes the drop precedence only (which is the second part of the codepoint) but never
the class. The drop precedence gives the subsequent routers as well as the receiver an indication
of the condition within the network, whether there is a congestion or not. The so far explained

mechanism is presented in an overview in Figure 3.
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Figure 3: DS-Architecture Meter | Marker



Depending on the drop precedence and on the queue size the packet is either queued or
dropped. See Figure 4. When the packets are not dropped they are queued in different queues
according the traffic class membership of the packet. This behavior is called Classes-Based
Queueing (CBQ) [15].

A A

Figure 4: Dropping and Queneing (of one traffic class)

To send the packets to the next hop router the dequeueing algorithm has to determine the
correct queue of which a packet should be removed. The dequeueing mechanisms are not simple
because the packet has to be chosen depending on the packet size, the bandwidth of the traffic
class and maybe on some shaping mechanism. The dequeueing algorithm is vital for the whole

diffserv structure because it is controlling the bandwidth allocation of the traffic classes.

Note that the steps of classifying, metering (with TB’s), marking, dropping, queueing,

dequeueing and shaping are made independently for every traffic class. The traffic classes are:

* 4 Assured Forwarding (AF) classes
* 1 Expedited Forwarding (EF) class
* 1 Best Effort (BE) class and

¢ 1 IP control traffic class

The Figure 5 is showing the entire diffserv set - as it can be found in a border router - in an
overview with one TB per AF class and Figure 6 is presenting an overview with two TB per AF
class. Note that the EF has in any case one single TB because the EF traffic has no bursts,
therefore packets are tested to be conformant (inserted) or not (dropped). The AF has (after the
current proposals) four traffic classes. The packets are colored in the drawing to illustrate the
different drop precedences, furthermore the AF classes 2 to 4 are implemented but not used and

therefore shaded.
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